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CPA WebTrust— 1999
Introduction
What is the purpose of this WebTrust Alert?
The AICPA's Assurance Services Executive Committee (ASEC) 
identified electronic commerce services as an assurance service 
that could be provided by CPAs. W ith the formation of the Spe­
cial Committee on Assurance Services’ (SCAS’s) Electronic Com­
merce Task Force came the development of an assurance service 
called CPA WebTrust. Since its introduction, a significant level of 
interest has developed in this emerging practice area. To address 
this interest, the AICPA's Accounting and Auditing Publications 
Team is introducing this Assurance Services Alert on CPA Web­
Trust services. This Alert serves both as an introduction to those 
who are unfamiliar with CPA WebTrust, as well as an update of 
important new developments for those who have expanded their 
practice to include WebTrust engagements.
WebTrust services offer great potential for practitioners by build­
ing on the CPA’s reputation for independence, objectivity, and 
integrity. The CPA’s knowledge of internal control, assessment 
techniques, as well as the ethical standards and principles needed 
to ensure the integrity of electronic transactions and documents, 
are important traditional competencies that translate directly into 
WebTrust engagements. Indeed, many CPAs who perform attest 
engagements in computerized environments are likely to already 
possess many of the skills necessary to provide WebTrust services. 
We hope that the information provided in this Alert w ill assist 
you in ensuring your long-term professional growth by tapping 
into the full potential of the WebTrust engagement.
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Electronic Commerce Assurance Services
What are assurance services? What is electronic commerce?
The SCAS, whose charge was to assess the economics of auditing 
and its likely future, concluded that financial statement auditing 
is no longer a growth industry. After extensive research, the SCAS 
identified opportunities for additional work in the audit tradi­
tion, suggesting that a wider variety of assurance engagements 
could be offered. The SCAS defines these assurance services as in­
dependent professional services that improve the quality of infor­
mation or its context for decision makers. This information can 
be financial or nonfinancial, historical or prospective.
The SCAS identified a number of new assurance services for 
which business plans were developed. The business plans assessed 
the market potential of each service, and identified the steps that 
CPAs should take to begin offering these services. The assurance 
services cited by the SCAS include those relating to electronic 
commerce. The SCAS concluded that the continued growth of 
electronic commerce has been hampered by a lack of consumer 
confidence in transacting business electronically. Electronic com­
merce assurance services can address consumer concerns by 
assessing whether systems and tools used in electronic commerce 
provide appropriate data integrity, security, privacy, and trust.
But what exactly is electronic commerce? The term electronic 
commerce simply refers to those business transactions that are 
conducted in an electronic environment. The WebTrust Principles 
and Criteria for Business-to-Consumer Electronic Commerce, 
version 1.1 (see the “WebTrust Principles and Criteria” section of 
this Alert for further information), as promulgated by the AICPA 
and Canadian Institute of Chartered Accountants (CICA), pro­
vides a more comprehensive definition of electronic commerce—
Electronic commerce involves individuals as well as organiza­
tions engaging in a variety o f electronic business transactions, 
without paper documents, using computer and telecommuni­
cation networks. These networks can be public, private or a com­
bination o f the two. Traditionally, the definition o f electronic 
commerce has focused on electronic data interchange (EDI) as
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the primary means o f conducting business electronically be­
tween entities having a pre-established contractual relationship. 
More recently however, the definition o f electronic commerce 
has broadened to encompass business conducted over the Inter­
net (specifically the Web) and includes entities not previously 
known to each other. This is due to the Web's surge in popular­
ity and the acceptance o f the Internet as a viable transport 
mechanism for business information.
Traditional Electronic Data Interchange
The practice of conducting business electronically began in 
earnest during the 1980s with the use of EDI. During that time it 
became common for larger companies to require their vendors to 
use EDI to place orders, send invoices, and to inform them of 
shipments sent. The use of this technology has enabled many 
companies to achieve business efficiencies by employing just-in- 
time inventory management, responding more rapidly to chang­
ing customer buying patterns, and lowering costs through the 
elimination of paper and its related processing activities. Specific 
examples of EDI include—
• Electronic linkage between manufacturers, wholesalers, 
and retailers, which allows retailers’ computer systems to 
place orders, to release goods from manufacturers’ or 
wholesalers’ inventories, and to make direct electronic 
funds transfers to the sellers’ accounts without paper-based 
purchase orders, receiving reports, or invoices.
• Electronic claims filing, processing, and payment systems 
between primary and secondary health care providers and 
third-party payers.
• In advanced EDI systems, retailers’ ability to directly ex­
amine or adjust manufacturers’ production schedules to ef­
fect the timely delivery of the desired goods.
EDI systems have become increasingly common in the manufac­
turing, retailing, wholesale distribution, health care, financial in­
stitutions, and investing sectors of the economy. This broad based 
acceptance by the business community, along with rapid techno­
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logical advancements, has resulted in an increase in the volume 
and types of business transactions being conducted electronically. 
This includes retail consumers who use it for electronic shop­
ping, banking and financial transactions, and expanding network 
services, such as the Internet. As this trend continues we are 
likely to see electronic commerce evolve in the following manner:
1. A large portion of business transactions w ill be docu­
mented electronically.
2. Support systems for electronic commerce will, of necessity, be 
capable of providing high transaction integrity and security.
3. The use of tools to search automatically for the best options 
and then execute transactions will become widespread.
4. New systems will likely allow the CPA to perform continu­
ous testing procedures as transactions are being processed.
Protecting an Environment at Risk for Potential Abuse
Traditional EDI transactions are typically conducted between 
parties who are acknowledged trading partners. These arrange­
ments are typically formalized by a contract that sets forth key 
transaction and dispute-resolution principles. Unlike EDI 
however, many of today’s electronic transactions are being con­
ducted between strangers over unsecured networks, such as the 
Internet. As a result, the potential for fraud, dispute, and 
other business risks is much greater. In addition, other prob­
lems, many of which are unique to electronic environments, 
will need to be addressed. Some of the potential abuses and 
concerns that are likely to proliferate in this new environment 
include the following:
• Attackers or competitors may attempt to circumvent a sys­
tem’s security in order to obtain access to confidential data, 
impersonate legitimate customers, steal proprietary infor­
mation, intentionally corrupt information, and so on.
• Transactions traveling through a network are likely to be 
subject to numerous processing steps, translations, and
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other processes. These activities introduce risks such as 
unintentional errors, lost transactions, and duplication of 
transactions.
• Electronic messages lack traditional identifiers (for exam­
ple, letterheads, logos, authorizing signatures, face-to-face 
contact, and the like) and thereby increase the risk that you 
may unintentionally deal w ith the wrong party, or deal 
with someone impersonating another party.
• The use of digital signatures and other encryption tech­
nology may m itigate transaction authentication risks. 
These technologies often require services of a trusted indi­
vidual or trusted system to verify that keys and digital sig­
natures actually belong to a designated individual (similar 
to a notary public function or a securities signature guar­
antee). There is the risk of abuse of this trusted relation­
ship and a related need for assurance regarding the 
activities of the trustee (organization, individual, system, 
and so on).
The many abuses and concerns that will arise out of the growth 
of electronic commerce provide opportunities to CPAs who can 
offer the valuable service of helping to address the risks and pro­
mote the integrity and security of electronic transactions, elec­
tronic documents, and the supporting systems. The CPA can 
provide assurance to electronic commerce participants that the 
electronic commerce service providers and the tools and systems 
in use are functioning in accordance with accepted criteria for 
electronic commerce integrity and security. Participants in elec­
tronic commerce w ill not only require assurance that their own 
systems are secure, but also that appropriate controls exist in sup­
plier and customer organizations to lim it access to authorized 
users and to protect an organization’s confidential information. 
This would be similar to today’s attestation engagement regard­
ing management’s assertions that its internal control conforms 
with the Committee of Sponsoring Organizations of the Tread­
way Commission (COSO).
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Executive Summary— Electronic Commerce Assurance Services
• The AICPA’s Assurance Services Executive Committee has identified 
electronic commerce assurance services as an assurance service that 
can readily be provided by CPAs.
• Electronic commerce refers to those business transactions that are 
conducted in an electronic environment.
• Beginning with electronic data interchange (EDI) in the 1980s, elec­
tronic commerce has grown dramatically, and this pattern o f growth 
is expected to continue in the future.
• Doing business electronically creates many efficiencies, but also en­
genders a number o f unique issues o f fraud and abuse. These con­
cerns create opportunities for CPAs who can offer a valuable 
service by helping to address these risks by providing assurance o f 
system integrity.
CPA WebTrust Services
What is CPA WebTrust? Why should CPAs provide this service?
According to polling data, a significant number of consumers will 
not shop online. M any are concerned with the privacy of their 
personal information. For example, consumers are concerned 
about sending their credit card and Social Security numbers over 
the Internet. Others question the authenticity of the company 
behind the Web site. In an attempt to develop greater credibility 
for electronic commerce conducted on the Internet and expand 
the base of assurance services that CPAs can offer, the CPA Web­
Trust Seal of assurance was developed. The WebTrust Seal pro­
vides assurance to online customers that the business entity 
behind the Web site is legitimate and adheres to a standard set of 
business practices and controls. In doing so, CPA WebTrust 
builds consumer trust and confidence in conducting electronic 
commerce over the Internet.
CPA WebTrust is an electronic commerce assurance service. It 
was developed jo intly by the AICPA and the CICA. The CPA 
WebTrust Seal, which is placed directly onto the online business’ 
Web site, is issued to those sites that have been shown to be in 
compliance with the CPA WebTrust Principles and Criteria (see
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the “WebTrust Principles and Criteria” section of this Alert for 
further information). Online customers can click on the Seal and 
gain access to a CPA-issued report about the site. The WebTrust 
Seal can be issued only by CPAs certified to conduct WebTrust 
engagements. That certification is obtained by completing spe­
cialized training and entering into a licensing arrangement with 
the AICPA (see the “WebTrust Certification” section of this Alert 
for further information). The training, certification, and licens­
ing process that CPAs undergo, along with a mandatory Web­
Trust quality review program, ensure the consistent application of 
the CPA WebTrust Principles and Criteria.
Given the rapid pace with which many Web sites change, each 
Web site that displays the CPA WebTrust Seal of assurance must 
undergo a review process with the CPA to renew the Seal at least 
every three months. This renewal period may be shorter for some 
businesses, depending on the nature of their operations. CPA 
WebTrust Seals are not reissued to online businesses that do not 
pass the review process. The digital certificate associated with 
CPA WebTrust Seal of assurance is difficult to counterfeit and 
can be revoked if  the online business does not continuously meet 
the prescribed business practices and control criteria. VeriSign 
acts as the authenticator of the Seal and manages its distribution.
As previously discussed, the potential abuses and concerns associ­
ated with electronic commerce clearly demonstrate the need for 
assurance. But why are CPAs best suited to provide this service? 
The answer is equally clear. CPAs bring to this environment the 
necessary objectivity and integrity, along with many other vital 
skills. Although other professionals may be able to provide the 
technological skills, when independent assurance is needed, the 
CPAs ethical standards and traditions are valuable assets. In addi­
tion, access to existing clients and knowledge of client systems 
and client integrity create an initial competitive advantage. More 
specific information about the services competing with WebTrust 
is provided in a later section of this Alert, “Other Electronic 
Commerce Seal Programs.”
The CPA’s focus on internal control in financial statement audits 
also provides a competitive advantage because most non-CPA
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competitors lack the CPAs knowledge and experience of internal 
control and assessment techniques. The competencies required 
for control assessment relative to historical financial statements 
are very similar to those required for assurance services. There is a 
natural extension of these into electronic commerce assurance 
services such as WebTrust.
Most of the skills required to perform WebTrust engagements 
build on the existing expertise of CPAs who provide attest ser­
vices in a computerized environment. However, CPAs must also 
acquire new competencies. These additional skills include, 
among others, a working knowledge of Internet technologies, 
protocols, and security techniques, and specific controls and best 
practices a company should implement. This can be accom­
plished by training a staff person in the required skills or con­
tracting with or hiring an individual who has the requisite skills.
A new competency model for WebTrust practitioners is currently 
being developed by the Electronic Commerce Task Force. This 
model—which w ill define core competencies and proficiencies 
and tie the competencies as defined to a training curriculum, ac­
tivities, tools, research, and information— is discussed in further 
detail in the ‘‘AICPA's Electronic Commerce Task Force” section 
of this Alert.
Executive Summary— CPA WebTrust Services
• A  significant number o f consumers do not shop online. Market re­
search data shows that consumer concerns about the privacy o f on­
line transactions and the legitimacy o f online vendors has deterred 
them from shopping online. To address the concerns o f consumers, 
the AICPA and the CICA have jointly developed WebTrust, an as­
surance service designed to build consumer trust and confidence in 
conducting electronic commerce over the Internet.
• Business entities whose Web sites have been shown to be in compli­
ance with the CPA WebTrust Principles and Criteria will have the 
CPA WebTrust Seal placed directly onto their Web sites.
• The marketplace shows a clear need for electronic commerce assur­
ance. The CPA already has the requisite skill sets to conduct Web­
Trust engagements, thus providing an advantage over competitors.
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The Electronic Commerce Market and CPA WebTrust
What is the market for electronic commerce and CPA WebTrust 
services?
Electronic commerce, although w idely known and often dis­
cussed, is still in its infancy. Current estimates indicate that less 
than 1 percent of all retail sales are completed online. However, 
electronic commerce is growing rapidly. For example, 1998 holi­
day sales transacted online approached $5 billion, more than four 
times that generated for the comparable period in 1997. And the 
projected trend lines continue to show growth. Estimates for 
1999 (full year) online sales range from $10 billion to $20 billion.
But what is the electronic commerce market comprised of? W hat 
are the demographics of online buyers? How much are they 
spending? And what exactly are they purchasing? Some interest­
ing, and enlightening, statistics about electronic commerce follow.
• As of the end of 1998, domestic Internet users totaled 108 
million, 55 percent of the U.S. population. Internet buyers 
totaled 35 million, 18 percent of the U.S. population.
• Market research shows that three in five commercial Web 
sites generate sales revenue; 30 percent of commercial sites 
are profitable; 10 percent generate $10,000 or more in 
monthly income; and one in six commercial Web sites at­
tracts advertising revenue.
• If most domestic businesses with over twenty employees 
(approximately 440,000) and 50 percent of businesses 
with under twenty employees (approximately 4,500,000) 
eventually become involved in electronic commerce, and if  
these enterprises are w illing to pay an average of $50 to 
$250 a year for the integrity of their electronic market­
place, then the market is worth $1.25 billion to $6.25 bil­
lion. This does not include governmental enterprises 
which could also be major users of assurance services.
• The typical online transaction ranges in amount from $10 
to $999. Two percent are less than $10. Thirteen percent
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range from $1,000 to $9,999. Online sales transactions of 
$10,000 or more amount to approximately 4 percent.
• Four percent of all consumers transacted more than of 90 
percent of their shopping online. Holiday spending by In­
ternet users rose from an average of $216 in 1997 to $629 
in 1998, a percentage growth of 191 percent.
• The median age of the online shopper is thirty-three. The 
average household income is $59,000. Marital status is sin­
gle, 59 percent; married, 41 percent. Those households 
with children under eighteen total 34 percent. College de­
grees are held by 57 percent. Professionals total 30 percent.
• More men make online purchases than women, but the gap 
is closing. Men outspent women by an average of $707 to 
$543. However, womens online buying rose 308 percent 
over 1997 compared with increases by men of 145 percent.
• Spending by buyers age fifty to fifty-four on average grew 
545 percent ($626 compared with $97 in 1997); by buyers 
over age fifty-five spending rose 547 percent ($ 1819 vs. $281 
in 1997), and by buyers under age twenty-five online holiday 
spending rose only 36 percent ($210 vs. $ 154 in 1997).
• The items most commonly purchased online include com­
puter-related products, books, automobiles, music CDs 
and tapes, gifts such as flowers and candy, consumer elec­
tronics, videotapes, and travel arrangements.
• Projected revenues in the year 2000 for common online 
purchases include: computer hardware, $5 billion; travel, 
$4.5 billion; automobiles, $1.5 billion; computer software, 
$900 million; books, $900 million; gifts and flowers, $500 
million; and music, $450 million.
One of the driving forces behind the growth of electronic com­
merce comes from businesses themselves. M any businesses want 
electronic commerce to work for a variety of reasons. First, the 
transaction costs are lower. Compared with traditional sales chan­
nels (for example, storefront, catalog, and direct mail), electronic 
commerce is the least expensive. Typically, transaction costs are
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half that of an 800 number operation since much of the order­
taking and processing can be automated. This is of particular im­
portance to merchants in that costs of nonautomated methods 
(for example, postage rates and labor costs) continue to rise. The 
costs to acquire online customers are also less expensive, because 
it’s less expensive to advertise on the Internet. In addition, the 
costs involved for Web site development are fairly reasonable. 
Costs to build a bare bones Web site (basic electronic catalog with 
offline transactions) range from $10,000 to $100,000. Costs to 
build a Web site with all the bells and whistles (object-oriented, 
dynamic, interactive, transactional) range from $1,000,000 to 
$10,000,000. Marketing research indicates that the percentage of 
retailing companies sampled that were either selling or planning 
to sell through the Web more than doubled, to 76 percent in 
1998 from 36 percent in 1997.
The other driving force behind the growth of electronic com­
merce comes of course from consumers. M any people are at­
tracted to shopping online. According to market research the 
following top ten reasons for shopping online were cited:
1. Twenty-four-hour availability
2. Easy access from work or home
3. No traveling required
4. Time savings
5. The ability to shop in private
6. Easy comparison shopping
7. Lower prices than some traditional retail channels
8. The ability to make more informed purchase decisions
9. Greater product selection
10. No annoying salespeople!
But not all consumers are comfortable w ith shopping online. 
Some of the most often cited reasons for not shopping online in­
clude the following:
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• Security and privacy. Market surveys indicate that a major­
ity of consumers have avoided buying something online 
due to their concerns about sending credit card informa­
tion over the Internet or having other personal informa­
tion misused or stolen by computer “hackers.”
• Cost. Some sites charge full retail prices plus a handling 
and shipping charge.
• Difficulty navigating the site. This includes poor perfor­
mance (home page slow to download) and availability 
(while navigating a site, the user encounters a page that 
fails to download) as well as poor site organization.
• Lack of merchandise availability.
• For some, the enjoyable social experience of shopping is 
missing.
It is clear from current statistics and forecasted trends that elec­
tronic commerce w ill eventually become a common means of 
conducting business. However, for electronic commerce to reach 
its full potential, individuals and organizations will expect assur­
ance regarding the integrity, security, confidentiality, and 
anonymity of the electronic marketplace. Electronic commerce 
assurance and CPA WebTrust in particular can play a leading role 
in filling that market need.
Executive Summary— The Electronic Commerce Market and CPA 
WebTrust
• Although electronic commerce is still in its infancy, it is growing rapidly.
• The demographics o f online buyers provide some interesting and en­
lightening statistics about electronic commerce.
• The driving forces behind the growth o f electronic commerce come 
from both businesses and consumers.
• To reach its full potential electronic commerce must be, among 
other things, secure and confidential. CPA WebTrust can help fill 
those needs.
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WebTrust Principles and Criteria
What are the WebTrust Principles and Criteria?
The CPA WebTrust Seal of assurance, which is placed directly 
onto an online business’ Web site, assures consumers that the 
business entity is in compliance with the CPA WebTrust Prin­
ciples and Criteria.
These principles and criteria are standards that have been de­
veloped by the AICPA in conjunction with the CICA. To en­
sure their consistent application, CPAs must undergo a 
train ing, certification, and licensing process. The WebTrust 
Principles address three broad areas of risk associated with elec­
tronic commerce:
1. Business practices disclosure—The entity discloses its busi­
ness practices for electronic commerce transactions and ex­
ecutes transactions in accordance w ith its disclosed 
business practices.
2. Transaction integrity—The entity maintains effective con­
trols to provide reasonable assurance that customers’ trans­
actions using electronic commerce are completed and 
billed as agreed.
3. Information protection—The entity maintains effective 
controls to provide reasonable assurance that private cus­
tomer information obtained as a result of electronic 
commerce is protected from uses not related to the en­
tity’s business.
Each of these principles is supported by the related WebTrust 
Criteria, thus providing more specific guidance on meeting the 
WebTrust Principles. They provide a basis against which an entity 
can make a self-assessment of its conformity with the criteria and 
a consistent set of measurement criteria for practitioners to use in 
testing and evaluating Web sites. The specific criteria for each of 
the principles follow.
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Business Practices Disclosure Criteria
Business practices disclosure criteria focus on matters related to—
• D escrip tion  o f  g o o d s  o r  serv ices . The entity discloses a de­
scription about the goods to be shipped and/or the services 
that will be rendered,
• Terms a n d  cond ition s. The entity discloses the terms and 
conditions by which it conducts its electronic commerce 
transactions.
• C ustom er su p p o r t a n d  serv ice . The entity discloses on its 
Web site (or in information provided with the product) 
where customers can obtain warranty, repair service, and 
support related to the goods and services purchased on its 
Web site.
• C ustom er com m un ica tion s. The entity discloses informa­
tion to enable customers to file claims, ask questions, and 
register complaints.
These practices must be disclosed at the Web site.
Transaction Integrity Criteria
Transaction integrity criteria focus on matters related to—
• R equesting g o od s a n d  services. The entity maintains controls 
to provide reasonable assurance that each request or trans­
action is checked for accuracy and completeness, and that 
positive acknowledgement is received from the customer 
before the transaction is processed.
• Processing requests f o r  good s o r  services. The entity maintains 
controls to provide reasonable assurance that the correct 
goods are shipped in the correct quantities in the time 
frame agreed upon and that transaction exceptions are 
promptly communicated to the customer.
• Processing b ill o r  paym en t. The entity maintains controls to 
provide reasonable assurance that, among other things,
20
sales prices and all other costs are displayed for the cus­
tomer before processing the transaction.
• Transaction h isto ry . The entity maintains controls that 
allow for the subsequent follow-up of transactions.
• M on ito r in g . The entity’s monitoring procedures provide 
reasonable assurance that its business practice disclosures 
remain current, its transaction integrity controls remain ef­
fective, and reports of noncompliance are promptly ad­
dressed and corrective measures taken.
• C ontrol en v ironm en t. The entity has a control environment 
that is generally conducive to reliable business practice dis­
closed on its Web site and effective controls over electronic 
commerce transaction integrity.
Information Protection Criteria
Information protection criteria focus on matters relating to—
• Transm ission o f  p r iv a t e  cu stom er  in fo rm a tion . The entity 
maintains controls to protect transmissions of private cus­
tomer information over the Internet from unintended 
recipients.
• P rotection  a n d  use o f  p r iva te cu stom er in form ation . The en­
tity maintains controls to protect private customer infor­
mation obtained as a result of electronic commerce and 
retained in its system from outsiders.
• P rotection  o f  custom ers' com puters a n d  files . The entity main­
tains controls to protect against its unauthorized access to 
customers’ computers and its unauthorized modification 
of customers’ computer files.
• M onitoring. The entity maintains monitoring procedures 
that provide reasonable assurance that its information 
protection controls remain effective and that reports of 
noncompliance are promptly addressed and corrective 
measures taken.
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C ontrol en vironm en t. The entity has a control environment 
that is generally conducive to effective controls over pro­
tection of private customer information.
Version 1.1 Improvements
What are the main features of the new WebTrust Principles and Criteria 
version 1.1 ?
The AICPA Assurance Services Executive Committee in con­
junction with the CICA Assurance Services Development Board 
issued version 1.1 of the WebTrust Principles and Criteria for 
Business-to-Consumer Electronic Commerce effective for reports 
issued June 1, 1999, and forward.
The significant changes to the WebTrust Principles and Criteria 
version 1.0 introduced by version 1.1 include—
• Expanded illustrative business practice disclosures and il­
lustrative controls of the transaction integrity and informa­
tion protection principles to include online banking and 
securities trading entities.
• Addressing year 2000 risks and modifying the report 
accordingly.
• Providing for direct reporting in the United States in ac­
cordance with the recently promulgated AICPA Statement 
on Standards for Attestation Engagements (SSAE) No. 9, 
A m endm ents to S tatem ents on Standards f o r  A ttestation En­
ga gem en ts Nos. 1, 2  a n d  3  (AICPA, Professional Standards, 
vol. 1, AT secs. 100, 400, and 500).
Version 1.1 of the WebTrust Principles and Criteria for Business- 
to-Consumer Electronic Commerce provides illustrative disclo­
sures and controls of WebTrust Criteria for retail goods and other 
nonfinancial services, online banking and online securities trad­
ing, respectively. There are examples of disclosures the entity 
might make and controls that the entity might have in place to 
conform to the criteria. Alternative and additional disclosures 
and controls also can be used. Version 1.1 also provides illustra­
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tive examples of practitioner reports. A sample report can be 
found in appendix A of this Alert. The WebTrust Principles and 
Criteria, version 1.1 can be downloaded at the AICPA's Web site 
http://www.aicpa.org.
Version 2.0 of the WebTrust Principles and Criteria for Business- 
to-Consumer Electronic Commerce, planned for release by the 
end of 1999, adds significant changes to the business practices 
disclosures and information protection principles in the area of 
privacy from those found in version 1.1. For additional discus­
sion, see the section “New Developments in the WebTrust Pro­
gram” in this Alert.
Professional Standards Applicable to WebTrust
What professional standards apply to the performance of WebTrust 
engagements?
Practitioners who provide WebTrust services must follow certain 
specific engagement requirements as outlined in the WebTrust 
licensing agreement (see the “WebTrust Certification” section of 
this Alert). However, because WebTrust engagements are consid­
ered to be attest engagements, they must also be conducted in 
accordance with SSAE No. 1, A ttestation Standards, as amended 
by subsequent pronouncements (AICPA, Professional Standards, 
vol. 1, AT sec. 100). As with auditing standards, the attestation 
standards are divided into three categories— the general stan­
dards, standards of fieldwork, and standards of reporting.
The general attestation standards require that—
1. The engagement shall be performed by a practitioner or 
practitioners having adequate technical training and profi­
ciency in the attest function.
2. The engagement shall be performed by a practitioner or 
practitioners having adequate knowledge in the subject 
matter of the assertion.
3. The practitioner shall perform an engagement only if he or she 
has reason to believe that the following two conditions exist:
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a. The assertion is capable of evaluation against reasonable 
criteria that either have been established by a recognized 
body or are stated in the assertion in a sufficiently clear 
and comprehensive manner for a knowledgeable reader 
to be able to understand them.
b. The assertion is capable of reasonably consistent estima­
tion or measurement using such criteria,
4 . In all matters relating to the engagement, an independence 
in mental attitude shall be maintained by the practitioner 
or practitioners.
5. Due professional care shall be exercised in the performance 
of the engagement.
The attestation standards of fieldwork require that—
1. The work shall be adequately planned and assistants, if  
any, shall be properly supervised.
2. Sufficient evidence shall be obtained to provide a reason­
able basis for the conclusion that is expressed in the report.
The attestation standards of reporting require that—
1. The report shall identify the assertion being reported on 
and state the character of the engagement,
2. The report shall state the practitioner's conclusion about 
the reliability of the assertion based on the established or 
stated criteria against which it was measured.
3. The report shall state all of the practitioner’s significant 
reservations about the engagement and the assertion.
4. The report on an engagement to evaluate an assertion that 
has been prepared based on agreed-upon criteria or on an 
engagement to apply agreed-upon procedures should con­
tain a statement lim iting its use to the parties who have 
agreed upon such criteria or procedures.
The fourth general standard of attestation provides that “In all
matters relating to the engagement, an independence in mental
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attitude shall be maintained by the practitioner or practitioners.” 
ET section 100 of AICPA Code o f  P rofessional C onduct (AICPA, 
Professional Standards, vol. 2) sets forth specific rules, interpreta­
tions, and rulings for engagements requiring independence. Prac­
titioners with independence or other ethics-related questions1 
may also obtain assistance by calling the AICPA Professional 
Ethics Team at (888) 777-7077.
In the conduct of WebTrust engagements, practitioners should 
also adhere to the requirements of the Statements on Q uality 
Control Standards (SQCSs), which are issued by the Auditing 
Standards Board. Firms that are enrolled in an AICPA-approved 
practice monitoring program are obligated to adhere to quality 
control standards established by the AICPA.
Practitioners may also find useful guidance in other professional 
standards that have no direct impact on WebTrust engagements. 
For example, valuable insight could be obtained by reviewing ap­
plicable auditing standards on engagement and management rep­
resentation letters.
As part of the WebTrust licensing agreement, the Electronic 
Commerce Task Force will conduct reviews of the WebTrust en­
gagements of licensees. This quality assurance program was devel­
oped w ith a focus on constructive assistance to build a best 
practices model as well as educational benefits to licensees.
WebTrust Certification
How can your firm start performing WebTrust engagements?
As discussed in previous sections of this Alert, WebTrust engage­
ments are to be conducted in accordance with certain existing 
professional standards. In addition to these standards, the AICPA 
has set forth new criteria unique to the performance of WebTrust 
engagements. Some of the key requirements set forth by the 
AICPA include the following:
1. In addition to the Independence Standards, WebTrust practitioners must also adhere 
to other provisions of the AICPA Code of Professional Conduct.
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• CPA firms must first enter into a one-year licensing agree­
ment with the AICPA. An annual fee, based on firm rev­
enues, along with an enrollment ID number fee for each 
WebTrust Seal issued, must be paid to the AICPA.
• An AICPA license is issued to qualifying firms only, not to 
individuals.
• The m ajority owners of the firm must be CPAs, all of 
whom must be AICPA members.
• WebTrust seminar (AICPA-approved) attendance is re­
quired for at least one of the partners or managers for each 
specific WebTrust engagement team. See the “WebTrust 
Training Courses” section of this Alert for a listing of CPA 
WebTrust seminars.
• The firm must be enrolled in a practice monitoring program.
• Specific requirements for retaining engagement workpa­
pers, obtaining engagement letters with specific provisions, 
the manner in which the engagement is to be performed, 
use of advertising materials, and the maintenance of a sys­
tem of quality control as specified in the licensing agree­
ment, must be adhered to.
More specific information on obtaining WebTrust certification 
can be obtained by calling the AICPA at (212) 596-6146.
Professional Liability Issues
What legal liabilities may be associated with WebTrust engagements?
The law with regard to assurance services linked to electronic 
commerce is evolving. There are examples from current law that 
have been noted to indicate that the litigation risk from financial 
information disseminated over a public computer medium such 
as the Internet does not appear to be greater than information 
otherwise distributed. The reasoning behind this current law, 
however, has not yet been applied to accountants. Also, case law 
and new statutes could make computer networks less hospitable
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to assurance services, and the litigation environment in the 
United States and abroad is also subject to change. Since the In­
ternet is not only a public but also an international medium, and 
given that a computer virtually anywhere in the world can access 
a Web site that displays a WebTrust Seal, the laws of other coun­
tries are a consideration for the practitioner.
Each practitioner needs to evaluate the opportunities from per­
forming a WebTrust engagement in accordance with the firm’s own 
professional liability and risk management policies. The SCAS, in 
its Report of the Special Committee on Assurance Services, pro­
poses mechanisms by which litigation risk can be managed.
The SCAS concluded in its report that firm-level risk manage­
ment can be improved significantly by enhancing the yield from 
existing risk-avoidance techniques such as contractual protections 
and effective procedures on acceptance and continuance of 
clients. Assurance service liability can be controlled by applying 
currently available risk-avoidance techniques to current services 
and to evaluation and implementation of new services. Tech­
niques include the following:
• Cautionary language
• Bringing assurance-service liability more within contract as 
opposed to tort law
• Consideration of loss-limiting clauses when arriving at en­
gagement terms
• Evaluation of the suitability of alternative dispute resolu­
tion to the engagement circumstances
• Evaluation of the service risks in terms of the firm’s portfo­
lio of service offerings
• Monitoring the litigation risk of disseminating informa­
tion that is the subject of an assurance engagement over 
public computer networks such as the Internet
The AICPA’s liab ility  risk m itigation model incorporates risk 
mitigation procedures in a model that would be applied during 
the cycle of new assurance service development and implementa-
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don. Additional information on this risk mitigation model can be 
obtained from the AICPA Web site at www.aicpa.org. Practition­
ers may also obtain additional information from the article “Fi­
nancial Reporting and Risk Management in the 2 1st Century” in 
the April 1997 issue of the Fordham  Law R eview , which helps ex­
amine the basis for and use of the Special Committee’s risk-man­
agement proposals. This article is posted on the AICPA Web site.
Practitioners can also refer to the AICPA’s P ra ctice M anagem en t 
Handbook, chapter 217, “Protecting Your Firm Against Malprac­
tice Losses.” A firm can protect itself from malpractice exposure 
by improving the quality of its professional practice, evaluating 
its clients, and maintaining adequate professional liability insur­
ance. W hile WebTrust is likely to be included in the basic cover­
age of most major CPA malpractice insurers, practitioners should 
clarify their coverage for this service with their brokers or insur­
ance carriers.
Executive Summary— Professional Liability Issues
• The law with regard to assurance services is evolving.
• Each practitioner needs to evaluate any opportunities from perform­
ing a WebTrust engagement in accordance with the firms own pro­
fessional liability and risk management issues.
• The AICPA's Special Committee on Assurance Services has pro­
posed mechanisms by which litigation risk can be managed. The 
AICPA's liability risk mitigation model incorporates risk mitigation 
procedures in a model that would be applied during the cycle o f new 
assurance service development and implementation. Practitioners 
can obtain additional information on the risk mitigation model 
from the AICPA Web site.
Other Electronic Commerce Seal Programs
What other seal programs are available and how do they compare with 
CPA WebTrust?
As with most business activities, practitioners providing Web­
Trust services are not alone in offering Web site seals. WebTrust
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practitioners should be aware of the other programs that are 
providers of seal services and the nature of the services they pro­
vide. Described below are two other major seal programs along 
with a brief description of the services they provide. For a more 
thorough analysis and an update with the most current informa­
tion on these programs, practitioners are encouraged to visit the 
Web sites of these services. The addresses have been provided for 
your convenience.
• Better Business Bureau Online (BBBOnLine) at 
http://www.bbbonline.org. BBBOnLine is a seal program 
that has the advantages of the brand name recognition of 
the Better Business Bureau and its connection with con­
sumer protection. If the Web site meets the BBBOnline 
criteria it is perm itted to display the BBBOnline logo. 
Clicking on the logo brings the consumer to the BBBOn­
lin e  Web site for purposes of verifying the authenticity of 
the site displaying the logo. This service validates the busi­
ness and has a privacy program. It also offers consumer re­
dress through binding arbitration.
• TRUSTe at http://www.truste.org. TRUSTe assists busi­
nesses in developing privacy policies and procedures and 
independently tests adherence to those policies. The pro­
gram covers transactional sites as well as informational. 
TRUSTe tests the company’s compliance to its disclosed 
policies by signing on to that Web site, using a pseudo­
nym, and then tracking that fictitious name to see if  it ap­
pears in another m arketing database. Web sites using 
TRUSTe must also agree to surprise audits conducted by 
CPA firms. The service is sponsored by Electronic Frontier 
Foundation and CommerceNet Consortium. This pro­
gram also offers consumer recourse.
How does WebTrust compare to these seal programs? Its 
strengths are that the program is—
• Preventative.
• The most comprehensive form of assurance to customers 
and management.
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• Uniquely addressing transaction integrity, which directly 
impacts the business-customer interface.
• Objective and independent.
• Delivered by CPAs, who are generally perceived as being 
trustworthy professionals.
WebTrust is still building its brand name recognition; it is gener­
ally more expensive than other seal programs; and currently there 
is no clear consumer complaint redress (that is, there is no mech­
anism in place for accepting or resolving consumer complaints). 
However, the issue of consumer redress will be addressed by the 
WebTrust Principles and Criteria, version 2.0. Also, the AICPA 
continues to expand its marketing efforts to promote CPA Web­
Trust. The “Marketing for CPA WebTrust” section of this Alert 
also provides helpful tips on how firms can market the WebTrust 
Seal program.
The Year 2000 Issue
What should WebTrust practitioners know about the Year 2000 Issue?
The Year 2000 Issue relates to the inability of many electronic 
data processing (EDP) systems to accurately process year-date 
data beyond the year 1999. This is attributable to the fact that the 
majority of computer programs in use today were designed to 
store dates in the date/month/year (dd/mm/yy) format, thus al­
lowing only two digits for each date component. So, for example, 
the date December 31, 1999, is stored in most computers as 
12/31/99. Inherent in programming for dates in this manner is 
the assumption that the designation 99  refers to the year 1999. 
Initially developed as a cost-saving technique, this long-standing 
practice of using two-digit-year input fields will cause many com­
puters to treat the entry 00 as 1900. Therefore, such programs 
will recognize the date January 1, 2000 (01/01/00), as January 1, 
1900, and process data incorrectly, or perhaps not at all.
There are other possible complications as well. The year 2000 is 
a leap year. Systems that are not year 2000-ready may not reg­
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ister the additional day, thus producing incorrect results for 
date-related calculations. In addition, certain year 2000 prob­
lems may occur this year. For example, some software programs 
may have assigned special meanings to entries date-coded as 
xx/xx/99 to allow for the testing of software modifications. 
Therefore, actual transactions using such dates may not be 
processed correctly or may stop functioning. Failures may also 
take place currently when systems perform calculations into or 
beyond the year 2000.
Unless these year 2000 problems are remedied, significant prob­
lems relating to the integrity of all electronically processed infor­
mation based on time will occur. For example, inventory control 
systems might treat new items as obsolete, computerized equip­
ment maintenance schedules as well as expiration dates for credit 
cards could be affected, and so on. To further complicate the 
issue, even if  an entity’s computer software and hardware are year 
2000-ready, the entity may be affected by the computer systems 
of customers, vendors, or third-party data processing services that 
have not made necessary modifications.
Clearly, the Year 2000 Issue has the potential to adversely affect 
the operations of entities that rely, directly or indirectly, on infor­
mation technology. But what are the WebTrust practitioner’s re­
sponsibilities for the Year 2000 Issue?
It must be understood that addressing the effects of the Year 
2000 Issue on an entity’s systems is the responsibility of the 
entity’s management. This responsibility encompasses all sys­
tems, financial and operational. The WebTrust engagement is a 
highly specialized service, and as such is not designed to iden­
tify, remediate, or provide assurance on matters relating to the 
Year 2000 Issue. It is critical that all parties involved have a 
clear understanding of this fact. It is therefore advisable that 
the role of the WebTrust practitioner in this regard be clearly 
presented in the engagement letter. (Having stated this, there is 
an element of the Year 2000 Issue that should be considered in 
a WebTrust engagement. If the transaction cycle is longer than 
a year, for example, a mortgage or an annuity, the effects of the 
Year 2000 Issue should be considered as they relate to the
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transaction integrity of the process.) In addition, similar lan­
guage may be appropriate for inclusion in the Independent Ac­
countant's Report. Sample language for these purposes can be 
found in the AICPA Practice Aid CPA WebTrust: P ra ctition ers  
Guide, due to be available in fall 1999. See appendix E, “Other 
AICPA Assurance Products,” for information on how to order 
this publication.
The Internet Tax Freedom Act
What does the Internet Tax Freedom Act do for electronic commerce?
One of the many advantageous features of the Internet has been 
its relative freedom from regulatory constraints. M any believe 
that this is one of the critical factors in the Internet's explosive 
growth. So when discussions in Washington turned to the pos­
sible taxation of electronic commerce on the Internet, it raised 
serious concerns about the continued growth of this new 
medium. However, there’s good news to report on this issue. 
The Internet Tax Freedom Act, signed into law as part of the 
1999 Appropriations Bill, mandates a three-year ban on new In­
ternet-access taxes beginning on October 1, 1998. This legisla­
tive in itiative w ill likely help to fuel continued growth in 
electronic commerce.
The Internet tax ban has four major elements:
1. A moratorium on federal Internet or Internet-access taxes
2. A declaration that the Internet should be free of interna­
tional tariffs, trade barriers and other restrictions
3. A three-year ban on new taxes imposed on Internet access and 
on multiple or discriminatory taxes on electronic commerce
4. The creation of the Advisory Commission on Electronic 
Commerce to conduct a study of international, federal, 
state, and local taxation strategies for the Internet
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Marketing for CPA WebTrust
How can your firm market CPA WebTrust?
You now understand electronic commerce and WebTrust ser­
vices. And you’re familiar with the WebTrust Principles and Cri­
teria, along with other professional standards to be followed in 
WebTrust engagements. You’ve also raised your awareness about 
the competitive forces that operate in this environment. You are, 
or have decided to become, WebTrust certified. Now, on to mar­
keting the service. But just how can a firm sell this new service to 
existing and potential clients?
One of the easiest and perhaps most effective ways to market 
WebTrust may simply be to describe the service and explain how 
it addresses the current trends in electronic commerce. These may 
be among your most potent marketing tools. The facts in support 
of the WebTrust service are compelling, and it is a service that may 
ultimately be able to sell itself. Here are some key selling points.
• P riva cy a n d  secu rity concerns. One of the primary obstacles 
hindering business success over the Internet is the deeply 
rooted concern of consumers as to the privacy and security 
of Web sites. Market research clearly shows that, absent 
these concerns, more consumers would shop online. Make 
it clear to your client that WebTrust provides the assurance 
that Web sites displaying the WebTrust Seal meet high 
standards of security, privacy, and legitimacy. A lso point 
out that the WebTrust Seal was developed to be widely rec­
ognized by the public and other businesses as the premier 
form of assurance of the privacy, security, and legitimacy of 
Internet Web sites. Be sure to emphasize that WebTrust is 
performed by CPAs, who already have the public’s trust for 
independence and integrity.
• O ther e le c tr on ic  com m erce  sea l program s. WebTrust is not 
the only Web site assurance provider. However, be sure to 
point out that no other program is as full-featured as Web­
Trust, covering ail aspects of consumer concerns: business 
disclosures, transaction integrity, and information protec-
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tion. Other programs cover a only single principle or part 
of a principle. And none of the other providers has the rep­
utation for independence and objectivity that CPAs have. 
See the “Other Electronic Commerce Seal Programs” sec­
tion of this Alert for further information.
“Who need s it? N ot m y com pa n y !” Make it clear that even 
companies with a solid reputation whose Web sites have 
strong transactional controls, user passwords, anti-virus 
protection, firewalls, and the like, benefit by having the 
WebTrust Seal on their sites. Point out that the primary 
purpose of WebTrust is to overcome a key obstacle to the 
success of most companies w ith their Internet sales ef­
forts— broad public concern over the privacy and security 
of Web sites and the legitimacy of many businesses. Al­
though a company’s Web site may be in compliance with 
the WebTrust principles, there is no way a potential cus­
tomer can be assured of this unless the WebTrust Seal is af­
fixed to the site. Ask your clients to put themselves in the 
shoes of the potential online customers. W ouldn’t they 
wonder, “Is this a legitimate company? Is this a reputable 
company? Is my credit card information safe? W ill my per­
sonal information be spread all over the Internet?” Think 
about it!
M aking th e grade. W hat if  your client’s Web site does not 
qualify for the WebTrust Seal? Emphasize to your client 
that he or she is not alone in this brave new world. Your 
firm can provide the guidance necessary to bring the 
client’s Web site into compliance with the required princi­
ples, And stress that because the WebTrust principles ad­
dress proper and broadly accepted internal controls and 
practices for operating Web sites, it also makes good busi­
ness sense to operate the site in accordance with these busi­
ness principles.
“I t ’s a  g r ea t  p rogram , bu t w e  ca n ’t  a f fo rd  to do  i t !” The old 
adage applies here, you’ve got to spend money to make 
money. So if  the Internet is critical to your client’s current 
or future sales program, point out that they can’t afford not
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to do it! An examination of market research2 on the growth 
of electronic commerce and on consumer privacy and se­
curity concerns can provide convincing arguments.
• ‘‘This p r o g ra m  is o n ly  f o r  la r g e r  com pa n ies  w ith  I n te rn e t  
sites. ” Not really. In fact, smaller companies may enjoy 
greater benefits with the WebTrust Seal on their Web sites 
in terms of the increased perception of legitim acy and 
credibility with consumers.
The list above includes just some of the selling points that may 
help you market WebTrust to existing and potential clients. 
Other valuable information about WebTrust that may be suitable 
for your marketing efforts can be found throughout this Alert. In 
addition, consider the following:
• The AICPA Practice Aid CPA W ebTrust: P ra c t i t io n e r ’s 
G uide be published in fall 1999. This valuable aid pro­
vides a background of the explosive growth of electronic 
commerce and an introduction to the WebTrust Principles 
and Criteria. It also includes a Microsoft; Power Point pre­
sentation for a general WebTrust presentation, which you 
can adapt to meet the particular needs of your audience. 
See appendix E, “Other AICPA Assurance Products,” for 
information on how to order this publication.
• When your firm starts to offer WebTrust services, a press 
release touting WebTrust will serve as a very valuable mar­
keting tool. Refer to appendix D of this Alert for a sample 
press release you can customize for your own firm.
• The AICPA Web site http://www.aicpa.org contains infor­
mation, in Q&A format, addressing many of the questions 
that your clients may have about WebTrust.
You also need to understand that WebTrust is not about account­
ing. It is about consumer confidence on the World W ide Web. 
The last person to market a WebTrust engagement to is the con-
2. The Yankelovich Market Research Study on WebTrust, commissioned by the AICPA, 
is available on the AIPCA Web site at http://www.aicpa.org/webtrust/yankel.htm. It 
provides a wealth of information that may be helpful in this regard.
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troller or CFO who just got the audit bill from your firm—his or 
her budget is exhausted. WebTrust and its concepts are better un­
derstood by the sales and marketing departments whose job it is 
to reach consumers and build confidence with them. This situa­
tion poses two problems:
1. CPAs often don’t have any contact with the sales or mar­
keting departments of their clients because historically 
they have worked with the accounting department.
2. Sales and marketing people get “pitched” to on a regular 
basis. A one-time sales pitch on the part of the CPA is not 
going to get you a new engagement. On the average it will 
take three to five sales calls to the same prospect to win an 
engagement.
The AICPA WebTrust Marketing Tool Kit may also help with 
your marketing efforts. The Tool Kit is a collection of collateral 
marketing materials (for example, advertisements, press releases 
announcing that a firm is now licensed, and another announcing 
the firm’s first/latest seal) and a CD-ROM that your firm can use 
to customize some of the materials. The Tool Kit is provided to 
those who attend the “Providing Assurance on the World Wide 
Web” course. This course is a required prerequisite for obtaining 
a license to practice WebTrust.
Good luck with your marketing efforts!
AlCPA’s Electronic Commerce Task Force
What are the major initiatives being undertaken by the AICPA’s 
Electronic Commerce Task Force?
The AICPA/CICA Electronic Commerce Task Force (Task 
Force) maintains a focus on the development and ongoing im ­
provement of the WebTrust program. Among the major in itia­
tives recently undertaken by the Task Force are the following:
• Development of WebTrust Principles and Criteria for 
Business-to-Consumer Electronic Commerce— Future re­
visions of the WebTrust Principles and Criteria are antici­
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pated to address user needs and concerns. The Electronic 
Commerce Task Force continues to meet with various pri­
vacy bodies such as the Online Privacy Alliance (OPA) and 
European Union (EU) privacy representatives to address 
the consistency of WebTrust privacy criteria w ith the 
guidelines and directives of the various privacy bodies.
WebTrust-ISP and WebTrust for Certificate Authorities— 
The Task Force has been working on the development of 
two programs, WebTrust-ISP and WebTrust for Certificate 
Authorities. See the “New Developments in the WebTrust 
Program” section of this Alert.
Q uality control— The Task Force has developed and is 
currently testing a quality control checklist. The quality as­
surance process focuses on constructive assistance to li­
censees. Reviews, preferably on site, will be done initially 
by Task Force members.
Business-to-business electronic commerce— The Task 
Force is developing an expanded program of services for 
business-to-business electronic commerce.
Competency model—The Task Force is developing a com­
petency model. This model defines five broad categories 
from which skill sets w ill be developed, including steps 
that CPAs will need to perform and courses that CPAs will 
need to take to complete WebTrust engagements. The five 
categories have been defined as follows:
1. M arketing an electronic commerce assurance (ECA) 
engagement
2. Performing ECA pre-engagement activities
3. Developing an ECA examination plan
4. Performing, concluding, and reporting on an ECA 
engagement
5. Maintaining an ECA client relationship
Communications with licensees— The AICPA staff pro­
vides licensees with frequent, informative updates on the
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WebTrust program through email. E-commerce clients are 
kept current on developments in the WebTrust program 
through the CPA WebTrust Letter.
WebTrust advisory board—The Task Force is working on a 
plan to establish an advisory board comprised of industry 
electronic commerce leaders from around the globe. This 
would be a useful vehicle in build ing credibility in the 
marketplace and involvement of other non-CPA parties in 
the WebTrust program.
New Developments in the WebTrust Program
What are some of the new developments in the WebTrust program?
The WebTrust program continues to develop and respond to the 
needs and concerns of the users and providers of electronic commerce 
assurance services. Recent developments in this program include:
International Agreements
The AICPA and CICA reached agreements with the Institute of 
Chartered Accountants of England and Wales, the Institute of 
Chartered Accountants of Scotland, and the Institute of Char­
tered Accountants in Ireland, to offer WebTrust to their members. 
There is a possibility of further growth in the WebTrust family— 
the AICPA and CICA has had discussions with accounting bod­
ies in other countries, including Australia, New Zealand, the 
Netherlands, France, Belgium, Germany, Japan, and Malaysia.
WebTrust Principles and Criteria, Version 2.0
The AICPA Assurance Services Executive Committee and the 
CICA Assurance Services Development Board are planning to re­
lease version 2.0, WebTrust Principles and Criteria for Business- 
to-Consumer Electronic Commerce. Version 2.0, expected to be 
released in late 1999, would incorporate the expansion of the 
WebTrust engagement to address the consumer recourse need
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with an arbitration mechanism. Version 2.0 more clearly defines 
the issues of information privacy and expands the focus of Web- 
Trust engagements in addressing m erchantability issues. The 
changes to version 1.1 of the WebTrust Principles and Criteria 
will include, but are not limited to—
• Expansion of the Business Practices Disclosure Principle to
include—
—  New disclosures related to an online business’ informa­
tion privacy issues, including the specific types of infor­
mation being collected and the use and distribution of 
that information.
—  Information on how to resolve complaints related to ac­
curacy, completeness, and distribution of private cus­
tomer information and the consequences for failure to 
resolve such complaints. The resolution process re­
quires, at a minimum, management’s commitment to 
use a specified third party resolution service if  the cus­
tomer is not satisfied with the business’ resolution of 
such a complaint.
• Expansion of the Information Protection Principle to
require—
—  Controls over the collection of data, providing the con­
sumer with a choice as to how information collected 
online will be used, including an option to opt out of 
an undesired use.
— Controls to ensure that the information collected from 
consumers is accurate and complete for its intended 
use. Consumers can arrange for the review and correc­
tion of any incorrect data.
—  Controls to determine the integrity and security poli­
cies of third parties to which information is transferred.
In the future, additional principles and criteria may be developed 
to expand the focus to include business-to-business transactions 
and other aspects of electronic commerce.
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WebTrust-ISP and WebTrust for Certificate Authorities
Development of principles and criteria for Internet service 
providers (ISPs) and for trusted third parties called certificate au­
thorities is planned. ISPs can provide a number of services to In­
ternet customers ranging from providing an access bandwidth to 
the Internet to individual customers for personal use services, to 
hosting large corporate Web sites and adm inistering security. 
Certificate authorities issue certificates that identify the owner of 
a public and private key as genuine. Licensed practitioners would 
be able to provide assurance services to evaluate and test whether 
a particular ISP meets the WebTrust-ISP Principles and Criteria, 
or whether a certificate authority meets the WebTrust for Certifi­
cate Authorities Principles and Criteria.
AlCPA/CICA Guide to Auditors and Users of a Third Party Service 
Provider Audit Report in a WebTrust Engagement
Certain retail Web clients may rely on a third party service 
provider (TPSP) such as an ISP to perform key processing or ad­
minister security for the Web site. To ensure the WebTrust client 
meets the WebTrust criteria, the WebTrust auditor needs to gain 
assurance from the TPSP. This Guide, which was approved in 
March 1999, provides additional nonauthoritative guidance to a 
TPSP auditor for preparing a report that could be used by a retail 
WebTrust auditor, and to a WebTrust auditor for relying on the 
work of a TPSP auditor. This Guide can be obtained on the 
AICPA Web site.
Frequently Asked Questions About WebTrust
What questions are commonly asked by practitioners who are 
considering providing CPA WebTrust services?
CPAs who have recently become aware of the emerging practice 
area of WebTrust generally have a number of basic questions 
about what the service is and how it works. To address these is­
sues in a quick and readily understandable manner, the AICPA 
has developed responses to some of the most frequently asked
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questions about WebTrust. A listing of some of those questions—  
and answers— follows.
What is CPA WebTrust?
CPA WebTrust is a unique, electronic commerce-based seal of as­
surance designed to build trust and confidence among consumers 
purchasing goods and services over the Internet. This Seal is 
placed directly onto the Web site of an online business in order to 
show consumers that the Web site has been examined by a CPA 
and has met all of the CPA WebTrust Principles and Criteria for 
approval. CPA WebTrust is being offered by CPAs as part of a 
family of assurance services developed to keep pace with chang­
ing marketplace needs, both today and into the next century.
H ow lon g  has CPA WebTrust been  in  existence?
CPA WebTrust is a new, exciting, and much-needed service. 
Launched in September 1997, the national roll-out of licensing 
seminars began in December 1997. CPAs newly licensed to offer 
CPA WebTrust are just beginning the process of examining on­
line businesses.
W hat is th e p o ten t ia l o f  CPA WebTrust? H ow m any m ore consum ers 
m igh t b e en cou ra ged  to shop on  th e In tern et i f  a  CPA WebTrust Seal 
o f  assurance is presen t?
We think the potential for CPA WebTrust is unlimited.
According to the U.S. Department of Commerces first report on 
the “Emerging Digital Economy,” released in April 1998, online 
sales in 1997 exceeded $3.2 billion, and could surpass $300 bil­
lion by the end of 2002 as more companies go online to conduct 
business over the Internet. The report predicts a future in which 
millions of consumers will do much of their shopping, banking, 
and reading online.
AICPA research shows that millions of current and would-be on­
line consumers are very concerned about issues of privacy and se­
curity when conducting business over the Internet. However, 
according to a recent study by Yankelovich Partners, nearly half 
of online consumers say that they would be more likely to pur-
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chase goods and services online if  a CPA WebTmst Seal of assur­
ance were on the Web site.
Why are CPAs o ffer in g  CPA WebTmst?
CPAs are recognized for their independence, accuracy, and fair­
ness when it comes to financial and nonfinancial information. 
They are trusted advisers. CPAs must meet strict ethical, educa­
tional, and other requirements. CPAs are now bringing their in­
dependence, objectivity, and broad knowledge of business and 
technical expertise to the Internet with CPA WebTrust, the first 
in a family of assurance services to be offered by CPAs.
In addition, as Internet commerce grows, the potential for fraud 
could become a significant issue. According to Susan Grant, Di­
rector of the National Consumer League, in testimony before the 
U.S. Senate Permanent Subcommittee on Investigations, “Inter­
net fraud has tripled from an average of 32 (claims) per month in 
1996 to nearly 100 per month in 1997.”
H ow does CPA WebTrust work?
A CPA audits and examines a client's Web site business to assess 
whether or not the site meets the CPA WebTrust Principles and 
Criteria. Upon concluding that a Web site meets these principles 
and criteria, the CPA issues an attestation report and the CPA 
WebTrust Seal of assurance is placed onto the client’s Web site 
page. This Seal is authenticated and distributed by VeriSign, a 
world-renowned provider of digital certificates and encryption 
services. A consumer can click the Seal and view the CPA’s attes­
tation report and related principles and criteria used to evaluate 
the Web site, see the date on which the Seal was awarded, and link 
to other sites bearing an active CPA WebTrust Seal. Seals will only 
be awarded to Web sites that meet all of the WebTrust criteria.
W hat is th e b en efit o f  b e in g  a lign ed  w ith  VeriSign in  this ven ture?
The CPA WebTrust Seal of assurance was developed by the 
AICPA and VeriSign. VeriSign is a world-renowned provider of 
digital certificates and encryption services. Verisign’s technologi­
cal expertise and security practices help assure consumers that the
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CPA WebTrust Seal on each Web site is authentic and up-to-date, 
and that the site is entitled to display it.
W hat criteria  a re u sed  by th e CPA to exam ine th e Web site business? 
Three primary areas of criteria are used for the examination:
1. Business practices and disclosures— examines the disclo­
sures and practices of a Web site and the compliance with 
its own disclosed practices. Among these disclosures are 
how the Web site takes orders, handles fulfillment, and 
processes backorders, and the manner in which a customer 
may contact people at the company for warranty issues or 
complaints, etc.
2. Transaction integrity—ensures that the consumer will get 
what was ordered, at the agreed-upon price and in the re­
quested time-frame.
3. Information protection and privacy— ensures that per­
sonal information w ill be transmitted securely and that 
confidential information will be kept private.
Who issues th e CPA WebTrust Seal?
CPA firms that have been licensed by the AICPA complete an at­
testation report certifying that the Web site has been approved to 
receive a CPA WebTrust Seal of assurance. VeriSign is then au­
thorized to issue the Seal and place it onto the Web site.
H ow m any CPA firm s  a re n ow  licensed?
Over 125 CPA firms have been licensed, including all of the Big 
Five firms.
H ow m any CPAs ha v e taken th e licen sin g  sem inar?
Over 2,000 CPAs have completed the training and are now ap­
proved to begin examining online business for CPA WebTrust.
H ow m any on lin e businesses h a v e b een  ap p ro v ed  to ca rry  th e CPA 
WebTrust S ea l o f  assurance?
The AICPA expects CPA WebTrust to become widely adopted. 
Given the novelty of the service and the fact that the licensing
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program began in December 1997, CPAs are just beginning to 
sign up businesses for CPA WebTrust.
To date, there are over twenty Seals that have been issued. Among 
those are Resource M arketing, an Internet service provider, at 
www.resource-marketing.com; E*Trade at www.etrade.com; and 
the AICPA, at www.aicpa.org. Several online businesses are cur­
rently undergoing the qualifying process for CPA WebTrust. A 
complete listing of all WebTrust sites can be found at 
www.verisign.com/webtrust/siteindex.html.
What is th e cost to an  on lin e business o f  g e t t in g  a  CPA WebTrust Seal?
Much like an audit, the cost to an online business would be ne­
gotiated between the CPA and the business according to the 
complexity of the engagement.
Is th e CPA WebTrust S ea l updated? H ow often?
Due to the Internet’s dynamic, fast pace, the CPA requires the 
Web site business to continuously comply with the CPA Web­
Trust Principles and Criteria. The CPA will review the Web site 
business for such compliance at a m inimum  of every three 
months. Updates to the Seal may occur more frequently, depend­
ing on the nature of the business. An online business will not be 
awarded another Seal if  it fails to comply with each of the three- 
month reviews.
W hat does CPA WebTrust p r o v id e  tha t others d o  not?
CPA WebTrust provides comprehensive assurance regarding on­
line transactions, including review of the Web site business prac­
tices and disclosures, transaction integrity, and information 
security and privacy. WebTrust is also international, which offers 
a major competitive advantage over other programs. The Web­
Trust Seal will be recognized as the global seal of consumer confi­
dence for electronic commerce sites.
None of the CPA WebTrust competitors offers all three elements 
of protection.
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WebTrust Training Courses
Where can CPAs obtain training for WebTrust?
AICPA Conferences
The AICPA/CICA annual Conferences on Assurance Services are 
for practitioners at all levels, ranging from partners to staff, from 
all size firms, who are interested in expanding their client base 
and enhancing their billable hour services to existing clients. Par­
ticipants gain a basic understanding of the new assurance services 
and in-depth knowledge of one new specialization (CPA Web­
Trust, CPA ElderCare Services, Systems Reliability, or Business 
Performance Measures).
For information about the Second Annual Conference, July 15- 
16, 1999, in Toronto, Canada, or future conferences, visit the 
AICPA Web site at www.aicpa.org.
State Society WebTrust Seminars
The state societies below are hosting local presentations of the 
AICPA WebTrust seminars. Please contact your state society for 
more information and to confirm availability and location.
Date State Society CoSponsor Location
9/9/99 C alifo rn ia San Francisco, C A
10/7/99 C alifo rn ia B urbank, C A
11/ 19/ 99 C o lo rad o D enver, C O
7/16/99 Illinois C hicago IL
12/7 /99 Louisiana Kenner, L A
9/10/99 M aryland Jessup, M D
7/28/99 N orth  C aro lina Raleigh, N C
8/10/99 N ew  York Rochester, N Y
8/18/99 N ew  York N ew burg, N Y
11/2/99 N ew  York B uffalo, N Y
11/4 /99 N ew  York N ew  York, N Y
9/14/99 O hio C leveland, O H
10/ 14/99 O hio C olu m bus, O H
10/ 15/99 O hio C leveland, O H
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Date State Society CoSponsor Location
6/30/99 O klahom a Tulsa, O K
9/27/99 Pennsylvania W arrendale, PA
9/28/99 Pennsylvania M alvern , PA
6/22/99 Puerto Rico San Juan, PR
6/21/99 Texas San A n to n io , T X
8/13/99 Texas D allas, T X
9/8/99 Texas H ouston, T X
9/1/99 V irgin ia W illiam sbu rg , V A
8/23/99 W ashington Bellevue, W A
The Assurance Services Alert CPA W ebTrust will be published an­
nually. As you encounter practice issues that you believe warrant 
discussion in next year's Alert, please feel free to share those with 
us. Any other comments that you have about the Alert would also 
be greatly appreciated. You may email your comments to mka- 
sica@aicpa.org or send them to:
Maryann Kasica, CPA 
AICPA
Harborside Financial Center
201 Plaza Three
Jersey City, NJ 07311-3881
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APPENDIX A
Illustrative Example of a Practitioner Report
Illustration for Use in the United States
Independent Accountant's Report
To the Management of ABC Company, Inc.:
We have examined the assertion [hot link to management's as­
sertion] by the management of ABC Company, Inc. (ABC) re­
garding the disclosure of its electronic commerce business 
practices on its Web site and the effectiveness of its controls over 
transaction integrity and information protection for electronic 
commerce (at www.abc.com) during the period August 1, 
1998, through October 31, 1998.
These electronic commerce disclosures and controls are the re­
sponsibility of ABC Company’s management. Our responsi­
bility is to express an opinion on management’s assertions with 
regards to the AICPA/CICA WebTrust Criteria [hot link] 
based on our examination.
Our examination was conducted in accordance with attesta­
tion standards established by the American Institute of Certi­
fied Public Accountants and, accordingly, included (1) 
obtaining an understanding of ABC Company’s electronic 
commerce business practices and its controls over the process­
ing of electronic commerce transactions and the protection of 
related private customer information; (2) selectively testing 
transactions executed in accordance with disclosed business 
practices; (3) testing and evaluating the operating effectiveness 
of the controls; and (4) performing such other procedures as 
we considered necessary in the circumstances. We believe that 
our examination provides a reasonable basis for our opinion.
Because of inherent limitations in controls, errors or fraud may 
occur and not be detected. Furthermore, the projection of any 
conclusions, based on our findings, to future periods is subject 
to the risk that (1) changes made to the system or controls, (2) 
changes in processing requirements, or (3) changes required
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because of the passage of time, such as to accommodate dates 
in the year 2000, may alter the validity of such conclusions.
In our opinion, during the period August 1, 1998 through Oc­
tober 31, 1998, ABC Company, in all material respects—
• disclosed its business practices for electronic commerce 
transactions and executed transactions in accordance 
with its disclosed business practices
• maintained effective controls to provide reasonable assur­
ance that customers’ orders placed using electronic com­
merce were completed and billed as agreed
• maintained effective controls to provide reasonable assur­
ance that private customer information obtained as a re­
sult of electronic commerce was protected from uses not 
related to ABC’s business
based on the AICPA/CICA WebTrust Criteria.
The CPA WebTrust Seal of assurance on ABC’s Web site for elec­
tronic commerce constitutes a symbolic representation of the 
contents of this report and it is not intended, nor should it be con­
strued, to update this report or provide any additional assurance.
This report does not include any representation as to the qual­
ity of ABC’s goods or services nor their suitability for any cus­
tomer’s intended purpose.
X, Y & Z [name of CPA firm]
Certified Public Accountants 
[City, State]
November 4, 1998 [date of report]
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APPENDIX B
Electronic Commerce Task Force
The AICPA/CICA Electronic Commerce Task Force and the 
AICPA staff contacts welcome your comments and questions 
about the WebTrust program. The following contact information 
is provided:
Name Address Phone/Fax/Email
A n th o n y  J. Pugliese 
D irector o f  Assurance  
Services
Sheryl W ein er  
W ebTrustTeam Leader 
Assurance Services
A m erican  Institute o f  CPAs 
1 2 1 1  A venue o f  the Am ericas  
N ew  York, N Y  1 0 0 3 6 - 8 7 7 5
A m erican  Institute o f  CPAs 
2 0 1  Plaza T hree  
H arborside Financial C en ter 
Jersey C ity, N J 0 7 3 1 1 - 3 8 8 1
Phone: 2 1 2 - 5 9 6 - 6 0 8 3  
Fax: 2 1 2 - 5 9 6 - 6 2 3 3  
Em ail:apugliese@ aicap.org
Phone: 2 0 1 - 9 3 8 - 3 7 5 1  
Fax: 2 0 1 - 9 3 8 - 3 3 6 7
Email: sweiner@ aicpa.org
A IC P A / C IC A  E lectron ic C o m m erce  T ask Force
Everett C . Joh nson , Jr. 
C h air
Yogen A pp alra ju
Bruce R. Barrick
Joseph G . G riffin
D avid  H olyoak
D elo itte  &  Touche LLP  
P.O. Box 8 2 0  
1 0  W estp o rt Road  
W ilto n , C T  0 6 8 9 7 - 0 8 2 0
K P M G  
Suite 3 3 0 0
C om m erce C o u rt W est 
P.O. Box 3 1  
Stn C om m erce C o u rt  
T oronto, O N  
M 5 L  1B 2 C anada
D elo itte  &  Touche
1 8 1  Bay St. Bay W ellin g ton
Tower
B C E  Place, Suite 14 0 0  
T oronto, O N  
M 5 J 2 V 1  C anada
Pricew aterhouseC oopers  
2 0 3  N orth  LaSalle Street 
C hicago, IL 6 0 6 0 1
G ran t T h o rn to n  
6 0 5  T h ird  A venue  
N ew  York, N Y  1 0 1 5 8
Phone: 2 0 3 - 7 6 1 - 3 0 2 2  
Fax: 2 0 3 - 7 6 1 - 3 4 1 8  
Email: ejohnson@ dttus.com
P h o n e : 4 1 6 - 7 7 7 - 3 5 1 7  
F a x : 4 1 6 - 7 7 7 - 8 8 1 8  
Em ail: yogen.appalraju@  
ca.eyi.com
Phone: 4 1 6 - 6 0 1 - 5 6 5 6  
F a x : 4 1 6 - 6 0 1 - 6 1 5 1  
Email: bbarrick@  
sym patico.ca
Phone: 3 1 2 - 7 0 1 - 6 4 9 3  
Fax: 3 1 2 - 7 0 1 - 6 5 5 1  
Email: joseph.g .griff in@  
us.pw cglobal.com
Phone: 2 1 2 - 5 9 9 - 0 1 0 0  
Fax: 2 1 2 - 5 5 7 - 2 7 6 4  
Em ail: dholyoak@ gt.com
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Name Address Phone/Fax/Email
C h risto p h er Leach Leach C o n su ltin g  and  
A ccou nting
1 6 4 8 6  B ernardo C en ter Dr. 
Suite 1 7 0
San D iego, C A  9 2 1 2 8
Phone: 6 1 9 - 6 7 6 - 6 8 0 1  
Fax: 6 1 9 - 6 7 6 - 6 8 0 3  
Em ail: c_leach@ ix. 
netcom .com
Patrick M o ria rty Ernst &  Young  
P.O. Box 1 0 1 0 1  
7 0 0  W est G eorgia  
V ancouver, B C  
V 7 Y  1 C 7  C anada
Phone: 6 0 4 - 8 9 1 - 8 2 6 0  
Fax: 6 0 4 - 6 4 3 - 5 4 2 2  
Email: pat.m oriarty@  
ca.eyi.com
W alter Prim off 9  R iver Road  
# 4 10
C os C o b , C T  0 6 8 0 7
Phone: 2 0 3 - 8 6 9 - 3 2 4 3  
Fax: 2 0 3 - 8 6 9 - 0 0 9 7  
Email: w p rim of@ ibm .net
G a ry  Riske K P M G , LLP
T hree Em barcadero C t.
San Francisco, C A  9 4 1 1 1
P h o n e : 4 1 5 - 9 5 1 - 7 5 8 9  
F a x : 4 1 5 - 6 7 7 - 9 1 4 5  
Email: griske@ kpm g.com
K erry  L. Shackelford A rth u r A ndersen  LLP  
Suite 3 1 0 0  
1 2 2 5  17 th  Street 
D enver, C O  8 0 2 0 2 - 5 5 3 1
Phone: 3 0 3 - 2 9 1 - 8 7 9 3  
Fax: 3 0 3 - 2 9 1 - 9 2 0 0  
Email: kerry.l.shackelford@  
us.arthurandersen.com
D on ald  E. Sheehy G ran t T h o rn to n  
R oyal Bank Plaza 
10 th  Floor, N o rth  Tower 
2 0 0  Bay St., Box 55  
T oronto, O N  
M 5 J 2P 9  Canada
Phone: 4 1 6 - 3 6 0 - 4 9 6 4  
Fax: 4 1 6 - 3 6 0 - 4 9 4 4  
Em ail: dsheehy@  
g ran tth o rn to n .ca
C hristian  R. S torm er Bauknight Pietras &  
Storm er, PA  
P.O. 1 3 3 0  (2 9 2 0 2 )  
1517 G ervais Street 
C olu m bia, S C  2 9 2 0 1
Phone: 8 0 3 - 7 7 1 - 8 9 4 3  
Fax: 8 0 3 - 7 7 1 - 8 9 5 8  
Em ail: cstorm @ ix. 
netcom .com
C h ris V andenoever Ernst &  Young LLP  
1300 H u nting ton  B uild ing  
925 Euclid A venue  
C leveland, O H  4 4 1 1 5 - 1 4 0 5
Pho ne: 2 1 6 - 8 6 1 - 8 0 4 8  
Fax: 2 1 6 - 8 6 1 - 8 3 4 6  
Email: chris.vandenoever@  
ey.com
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APPENDIX C
The Internet: A Practitioner’s Research Tool
The following list includes Web sites that may provide valuable 
information to CPAs who are considering providing WebTrust 
services, as well as those who have already expanded their practice.
Name o f  Site Content In tern et Address
A m erican  Institute Extensive discussion o f http://www.aicpa.org
o f  CPAs assurance services and the  
recent activity  o f  related  
com m ittees and task forces.
http://ww w.cpawebtrust.org
T he U niversity  o f  
Texas— Electronic  
C om m erce FAQ s
Electronic com m erce facts. http://cism.bus.utexas. 
edu/resources/ecfaq.htm l
In ternet N ews D aily  reports provid ing  
In ternet research in form ation .
http://www.internetnews.com
C o m p u ter W o rld Provides useful and curren t 
statistics on  o n lin e com m erce  
and the W eb  in general.
h ttp : //www.com puterw orld . 
com/home/emmerce.nsf/  
all/index
T he E lectronic W o rld  W id e  W eb  m agazine h ttp ://W W W . electronic
A ccou ntant that features up-to-the-m inute  
news fo r accountants.
accountant.com
C P A net Links to o th er W eb  sites o f  
interest to CPAs.
http://www.cpalinks.com
A cco u n tan ts  H om e Resources fo r accountants h ttp ://W W W .com putercpa.
Page and financial and business 
professionals.
com /w ebtrust.htm l
C yberso lve O n lin e  financial calculators 
such as ratio and breakeven  
analysis.
h ttp :// W W W . cybersolve. 
com / too lsl.h tm l
In ternet B u lletin  fo r C P A  too l fo r In ternet sites. h ttp ://W W W .kentis.com/
CPAs discussion groups, and  
oth er resources fo r CPAs.
ib .h tm l
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APPENDIX D
Sample WebTrust Press Release
FOR RELEASE: [Date] 
CONTACT: [Name]
______________________________________ [FIRM NAME]
OFFERS CPA WebTrust TO ALLAY CONSUM ER CO N ­
CERNS ABOUT INTERNET TRANSACTIONS
[City] [State] [Date]. [Firm Name]
is offering a new service, known as CPA WebTrust that will pro­
vide consumers with assurances regarding the companies with 
which they do business on the World W ide Web,
W ith CPA WebTrust, CPAs are extending their historical role as 
monitors of corporate policies and practices to specifically exam­
ining companies’ Web sites on the Internet. “This is a vital new 
service to both consumers and business organizations, because it 
deals with security concerns and addresses sound business prac­
tices and controls over transaction integrity and privacy online 
during Internet transactions,” says [Name].
__________________________________ [Firm Name] will grant
companies that meet the principles and related criteria with a 
CPA WebTrust Seal, which demonstrates the company’s ability to 
maintain the privacy, security, and sound business practices of In­
ternet transactions. Once a company has received the CPA Web­
Trust Seal, it is free to display it on its site as proof of adherence 
to standard electronic commerce practices. In order to ensure on­
going compliance, follow-up reviews will be held at least every 
three months. For more dynamic Web sites, the frequency may 
be increased. And, each certified site will be linked to a directory 
of all sites bearing the Seal.
Extensive research underlies the launch of CPA WebTrust by the 
American Institute of CPAs (AICPA)— the national professional 
organization of CPAs— and the Canadian Institute of Chartered
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Accountants (CICA), including an AICPA-commissioned land­
mark study by Yankelovich Partners on the buying habits and at­
titudes of Internet users. The findings indicate that fear of 
security breaches and loss of privacy are major stumbling blocks 
to purchasing products or services over the Internet.
In order to ensure adequate training for CPA WebTrust engage­
ments, and to maintain the standardized criteria of the service, 
_____________________________________[Firm Name] was li­
censed through the AICPA to offer CPA WebTrust. A special 
AICPA task force, headed by Everett Johnson of Deloitte & 
Touche, was instrumental in the development of the CPA Web- 
Trust service. According to Task Force chair Johnson, “Any CPA 
who understands information technology and is interested in of­
fering this service w ill be able to bring his or her talents up to 
speed relatively quickly. But we also are adamant about the need 
for self-policing. This service w ill uphold the impeccable stan­
dards of the profession. That’s just not negotiable.”
According to [Name], “CPA WebTrust is a logical extension of 
what CPAs have always done. We look with a totally non-biased 
eye at a company’s financials and procedures and issue reports as 
to whether management is doing what they say they are. That’s 
exactly what happens w ith CPA WebTrust. It’s just that we’re 
adapting to the needs of the ’90s and beyond.”
[INSERT FIRM BOILERPLATE INFORMATION, INCLUD­
ING OTHER SERVICES PROVIDED BY THE FIRM.]
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APPENDIX E
Other AICPA Assurance Products
Assurance Services
CPE— O verv iew  o f  Assurance S ervices (product no, 182021TL)
CPA WebTrust
The CPA WebTrust L etter
CPE—A ssurance S erv ices  E le ctron ic C om m erce  (product no. 
732026TL)
Practice Aid— CPA WebTrust P ra ctition er’s G uide (available in the 
fall 1999)
Additional WebTrust information downloadable from the 
AICPA Web site at www.aicpa.org:
• AICPA/CICA, Guide to Auditors and Users of a Third 
Party Service Provider Audit Report in a WebTrust En­
gagement, March 1999 Approved Guide
• VeriSign, Practitioner Digital ID and Seal Reference Manual
CPA ElderCare Services
Assurance Services Alert— CPA ElderCare A lert— 1999 (product 
no. 022231)
Practice Aid— CPA E lderC are: A P ra c t i t io n e r ’s R esou rce G uide 
(product no. 022504TL)
CPE—Assurance S ervices: E lderCare (product no. 732032TL)
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Contact the AICPA
To order copies of AICPA publications or to obtain information 
about CPE courses, call the AICPA’s toll free information hotline 
at (888) 777-7077, fax a request to the 24-hour fax hotline at 
(201) 938-3787, or visit the AICPA Web site at
http://www.aicpa.org. You may also write to the American Insti­
tute of Certified Public Accountants, Order Department, Har­
borside Financial Center, 201 Plaza Three, Jersey City, NJ 
07311-3881.
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